Translation from Romanian into English

	009 original version
unique internal ID:  332672                                                         
	

	[image: image1.png]



The Republic of Moldova

	GOVERNMENT

	DECISION No. 355 
as of  08.05.2009

	On Approving the Technical Concept of the Automatized Informational System

“The State Registry of Public Acquisitions”

	Issued on : 15.05.2009 in the Official Monitor No. 92-93     art No : 407

	In order to realize the stipulations of Law no.96-XVI as of April 13, 2007 on public acquisitions (Official Monitor of the Republic of Moldova, 2007, no.107-111, art. 470) and in order to implement an efficient and transparent mechanism of realization, track, and control of the public acquisitions, the Government DECIDES: 
    1. To approve the technical Concept of the Automatized Informational System „The State Registry of the Public Acquisitions” (see attached).
    2. To appoint the Agency of Material Reserves, Public Acquisitions and Humanitarian Aids as owner and holder of the Automatized Informational System „The State Registry of the Public Acquisitions”.
    3. The Agency of Material Reserves, Public Acquisitions and Humanitarian Aids, jointly with the Ministry of Informational Development and its subordinate institutions, will insure the elaboration and implementation of the Automatized Informational System „The State Registry of the Public Acquisitions”.
    4. The State Enterprise „Centre of Special Telecommunications”, as technological operator of the governmental Portal, will insure the integration of the Automatized Informational System „The State Registry of the Public Acquisitions” in the governmental Portal, insuring the access to state informational resources, according to the regulated norms of access.
    5. To settle that:
    starting with May 1, 2009, The Agency of Material Reserves, Public Acquisitions and Humanitarian Aids, jointly with the Ministry of Informational Development, will launch the experiential use of the Automatized Informational System  „ The State  Registry of the Public Acquisitions”  in two or more contracting authorities, by extending its application during 2009;
    the contracting authorities will assign the persons responsible of using the Automatized Informational System  „The State  Registry of the Public Acquisitions”;
    starting from January 1, 2010, The Agency of Material Reserves, Public Acquisitions and Humanitarian Aids and the contracting authorities will insure the realization of public acquisitions by using largely the Automatized Informational System „ The State Registry of the Public Acquisitions”.

    PRIME MINISTER                                                   Zinaida GRECEANII

    Countersigning:
    Prime-Deputy Prime-Minister,
    Minister of Economy and Commerce                          Igor Dodon
    Minister of Informational Development                       Pavel Buceatchi
    Minister of Finance                                                 Mariana Durlesteanu

    No. 355. Chisinau, May 8, 2009.
Approved by Governmental decision no. 355 as of May 8, 2009

THE TECHNICAL CONCEPT
of the Automatized Informational System  ”The State Registry of Public Acquisitions”


INTRODUCTION
    The implementation of electronic systems in the field of public acquisitions insures, according to international practices, the improvement of the transparency and efficiency of the acquisition process of goods, works and services, according to the needs of the public authorities. The development on a large scale of the electronic public acquisitions allows the automatization of the acquisition processes, stocks reduction, decrease of the selling-buying cycle, promotion of a closer collaboration and of a better relationship between the Government and the chain of providers.
    The electronic system of public acquisitions are integral parts  of the electronic governance, this fact being specified both in the concept documents of the European Community  and the Concept of Electronic Governance, approved by Governmental Decision  no.733 as of June 28, 2006 (Official Monitor of the Republic of  Moldova, 2006, no.106-111, art.799), according to which there are three categories of actors – citizens, business and the Government (the public authority), which generates, consequently, three types of interactions, component parts of the electronic governance (e-governance):
    interaction between Government and citizens (Government – Citizen);
   interaction between Government and business (Government – Business);
    interaction between different public institutions (Government – Government).
    The services from the category „ Government – Business” refers to the electronic interaction between the public administration and business environment. In order to realize this interaction both the European Community and the Republic of Moldova suggested a list of eight basic electronic services, which are to be offered to the business environment. The first place in this list is taken by the electronic service of public acquisitions.
    The Agency of Material Reserves, Public Acquisitions and Humanitarian Aids (hereinafter – the Agency) is the institution empowered with the state regulation, supervision, control and intersectorial coordination in the field of public acquisitions.
    The number of public auctions held in the period of 2003 – 2007 increased from 564 in 2003 to 2592 in 2007. The number of public acquisition contracts signed and examined by the Agency in the period of 2003-2007 increased and, respectively, from 10176 in 2003 until 38245 in 2007. The amount of public acquisitions contracted in the period of 2003-2007, also, increased, respectively, from 2047 million MDL in 2003 until 6 422 million MDL in 2007. So, an increasing tendency can be observed.
    From the above mentioned, for the Agency to fulfill its attributed functions, that is, to insure the efficient and transparent realization  of acquisitions, imposing the condition of publicity, objectivity and loyal competition needs tools based on modern technologies, which would allow to efficiently monitor the field of public acquisitions. The experience of many states from Europe proves that one of the tools is the constitution of the Automatized Informational System „The State Registry of Public Acquisitions”, which could give the users the opportunity to use services (tools) of realization of the public electronic acquisitions, on-line, 24/24, 7/7.
    The technical Concept represents a general vision on creation and functioning of the Automatized Informational System „The State Registry of Public Acquisitions” and includes aspects of the goal and key-objectives, principles, basic characteristics, functionality and conceptual architecture of the System. The Technical Concept contains a short description of the public services, accessible through the System, conditions, general premises and recommendations to implement its model.

Chapter I
GENERAL NOTES

    1. The Definition of the System
    The Automatized Informational System „The State Registry of Public Acquisitions (hereinafter – SIA RSAP) is a complex informational and telecommunications system, characterized by the existence of a unique point of access to resources, applications and informational services referring to the public acquisitions field. It serves as a tool of support of the public acquisitions, applying the informational change through the communication environment.
    SIA RSAP insures the informational support of the processes of regulation and control of the public acquisitions, automatizes the activity of the parties interested in organizing the public acquisitions procedures, and insures the realization of the electronic procedures of public acquisitions.
    2. The Destination of the System 
    SIA RSAP insures the possibility to place orders, create, keep and offer access to the auction documents, create the plans of public acquisitions, to execute the registry tracking of contracting authorities and economic operators, as well as organize electronic procedures of public acquisitions. 
    3. Basic terms
    The following terms and definitions are used in the Concept hereby:
    e-governance – the concept of state service supply according to the principle „unique office” through the unique web portal. The advanced levels offer the possibility of financial relations  with the state, to use the informational and banking systems;
    unique office – users’ point of access to information and services supplied by the public authorities within the e-governance process, distributed in the field of informational resources and public services;
    Government  – Citizen (G2C) — represents the electronic interaction between the public authorities and the citizen regarding  the supply of public services to the citizen by electronic means;
   Government  – Business (G2B) – represents the electronic interaction between the public authorities and the business environment;
    Government  – Government  (G2G) – the electronic interaction between the public authorities, the exchange of information amongst the public authorities by using the electronic means. G2G means the integration of all the administrative levels, optimization of the organization process of the information and the access to information;
    browser – (eng. Web browser) represents a programmed product with the help of which we can “surf” the web sites, that is for the interpellation of the web pages from Internet, to process and visualize them and to pass from one page to another;
    HTML Hypertext Markup Language – marking language, used for creating web pages in browser. The goal of the HTML is, to a large extent, to present information – reflection of paragraphs, fonts, tables, etc., and not to describe the semantics of the web-document;
    HTTP – Hypertext Transfer Protocol – the method supposes the access to information in Internet, placed on the server WWW. HTTP is a text-type protocol of WWW;
    Internet – Internet is a world public network of interconnected computers, which insures the access to informational resources placed in this network. Internet can be seen as a network of local networks of computers, interconnected by rooters. As related terms they use:
    Intranet – intercompany network using the Internet functioning standards and principles,  only in limited access;
    Extranet - intercompany network belonging to a firm, to which (partial) access is held by certain persons or groups of persons from other institutions, organizations, firms, for example, the employees of the supplying firms or of the client firms:
    LAN (Local Area Network) – local network of communications in small or average dimension;
    WAN - (Wide Area Network) – a large-scale network of communications, covering a metropolitan/regional area and which offers a platform of communication between more LAN topologies;
web page, web-site, site – collection of electronic publications, named web pages, issued on the web server by using  HTML language or its successors. Each web-site and web page have distinct URL addresses, through which they can be accessed;
    web  portal– a technical complex of programmes that includes the technology of integration and information offer, obtained from different external sources, placed within the network. The web portal maintains the dialogue with the user in the process of on-line services supply. The portal is endowed with searching, personalization, adaptation to the user’s requirements  mechanisms, with mechanisms of flexible modification consisting of portlets of the modular structure and dynamic content;
    portlet, servlet, gadget – soft included in the server of the web portal, in the application of its portal or interface of the application; represents online web-service or module;
    web-server – the host server for website — server of HTTP protocol, system of programmes installed  on one or more computers computer-host, corresponding to one domain name URL World Wide Web from Internet;
    URL – Uniform Resource Locator or unique address for localization of resources – is the solution chosen by W3C (World Wide Web Consortium) for the specification of a resource (page) from Internet;
    WWW – World Wide Web (WWW, or Web) defines the space of the informational services, elaborated with the help of Internet;
    XML – extensible Markup Language – is a meta-language for marking recommended by W3C to create other languages of marking, is a  model for storing non-structured and half-structured data  based on XML data;
    XML Scheme – meta-language for marking, from the  XML family of languages;
    interoperability – the ability of certain institutions/agencies  (governmental or non-governmental) to its clients to provide services , using common informational resources and on-line processes;
    the interoperability of the applications – a mandatory requirement for the computational applications, used by the public administration to provide complex services, realized with the help of coordinated actions of a group of institutions. The large number of administrative units and organizations which should be integrated  implies the use of the Web Services technology as the main technology meant for the integration of the applications in the system of services of electronic public acquisitions, placed in the back office;
    public acquisition – purchase of goods, execution of works or service provision for the needs of one or several contracting parts;
    The Agency of Material  public Acquisitions and Humanitarian Aids  – central administrative authority that realizes the state regulation,  supervision, control and intersectorial coordination in the field of public acquisitions;
    contracting authority – public authorities, legal entities of public right, associations of these authorities or persons;
   contract on public acquisitions – contract for consideration, signed between one or more economic operators  and one or more contracting authorities, the object of which is procurement of goods, execution of works or provision of services in the meaning of the concept hereby;
   standard  documentation– documentation covering all the information related to the object of the contract of public acquisitions  and procedure for its assignment, including the specifications or, by case, the descriptive documentation;
    working group for acquisitions – group of specialists within the contracting authorities that realize public acquisitions procedures;
   dynamic system of acquisition– process, fully electronic, acquisition of daily use goods, the characteristics of which, available  on the market, meet the requirements of the contracting authorities. The dynamic system is time limited and open for the whole period of any economic operator that meets the selection criteria and which represents an orientation offer  according to requested requirements;
    electronic auction – repeated process that implies an electronic presentation device, in descending order, of the new prices and/or of the new values referring to certain  elements of the offers, which are settled after a first complete evaluation of the offers, allowing their classification based on certain automatic methods of evaluation. Certain contracts of works and certain contracts of services, the object of which is intellectual activity, like design of works, cannot be the object of electronic auctions;
   electronic means – means that uses electronic equipment of procession, including the digital  compression, and data storage that are broadcasted, transmitted and received through wire, radio, optic means or other  electromagnetic means;
    economic  operator– goods supplier, executor of works and/or service provider, which can be any physical person or legal entity, any public entity or association of similar  persons and/or entities providing goods on the market, executes works and/or provides services;
    RSP – State Registry of the Population;
    IDNP (Identification Number of Person) – the state identification number of the physical person, specified according to the international usage as acronym  of the English variant;
    RSUD – State Registry of the Law Units;
    IDNO (Identification Number of Organization) – the identification number  of the law units, specified according to the international usage  as acronym of the English variant;
    PIL – Informational Post of Work.
    4. The Goal and Main Objectives of SIA RSAP
    efficient use of public finances and minimalization of the risks of the contracting authorities;
    enhancing the public acquisitions transparency;
    realization of electronic procedures of public acquisitions;
    stimulating and insuring the competition and fighting against non-loyal competition in the field of public acquisitions;
    liberalization and extension of the international trade;
    free movement of goods, freedom to settle and provide services;
    equal treatment, impartiality, non-discrimination regarding all the bidders and economic agents;
    taking responsibility during the public acquisition procedures.
    5. The Principles of System Creation
    Creation and functioning of SIA RSAP will be based upon the following principles:
    simplicity and convenience in use  – all the applications used should simplify the use of the informational systems by the participants in the acquisition process, increase their speed of service provision and decrease the waiting time;
    orientation towards the interests of the system users  – structure, content and portal surfing  will be focused towards the System users;
the unique point of access to informational resources of the System;
   the unique point of access to the public services by integrating in the governmental Portal – the system offers a unique point of access to services and the multitude of informational applications of the public acquisitions services;
    architecture division by levels, which allows designing independently the SIA RSAP subsystems, according to the interface standards  between levels;
    modularization – assigns flexibility to the internal structure of  SIA RSAP by using the mechanisms of modular inclusions;
    respecting the open systems standards:
    for publications and Internet communications;
    for interoperability: the structure of the content  metadata formed on the basis of XML language (meta-language of marking), in line with the international recommendations and  practices;
    for metadata: XML language scheme, used for the universal presentation of the data schemes;
    the services of the distributed networks with collaboration and coordination technologies oriented towards the web services integration;
    insuring security – protection of information integrity, accessibility and confidentiality.
    6. SIA RSAP Main Characteristics  
    Orientation towards the User 
    The services provided by SIA RSAP will be oriented towards priority solvency of the needs of the participants in the public acquisition process. The orientation should be, especially, towards the user, in meaning of content and mechanisms of information and services supply. When creating SIA RSAP, they will take into account the non-homogeneousness of the profiles and areas of activity of the service users.
   Loyal friendly user interface 
    SIA RSAP and its components should be accessible to all the categories of users. They should give the opportunity to the user to personalize the interface of SIA RSAP. The navigation and the SIA RSAP interface should allow the visitors (after minimal training) to easily access the required information. The SIA RSAP will be flexible to store new information through mechanisms of dynamic publication. SIA RSAP will insure the universal access to services provided on different devices (Computer, Laptop, Smartphone, Mobile Terminals etc.).
    Access through unique point 
    SIA RSAP will insure the user the integrated access, through a unique point of access, to the informational resources and services regarding the public acquisitions. The related information and services are provided by the Agency, contracting authorities and economic operators, which insure the process of public acquisitions.
    SIA RSAP will have as its corresponding name the domain etender.gov.md, the access to which can be realized by using the protocols  of the Internet network, through the URL addresses www.etender.gov.md or  www.gov.md (Governmental portal), to which SIA RSAP will belong.
    The navigation and searching systems, the services provided and the system of access will be divided in categories, according to the following criteria:
    the interaction vector: the Agency – the Employee; the Agency – the Citizen; the Agency – the Business environment, the Agency – public authorities;
    thematic aspect, profile, on-line service request.
    Personalization
    The SIA RSAP users will have the opportunity to use interface online portlets of the web-servers and to store individual addresses.
    The personalization of the SIA RSAP user, the placement of the information for the user and service supply to the user will be realized by the multitude of information-communicational channels, which will lead towards attraction of the user to SIA RSAP.
    Comprehensive Coverage 
    SIA RSAP will provide information and services necessary to the:
    Agency;
    contracting authorities;
    economic operators;
    public authorities;
    large public.
    Any information or electronic service provided should cover the needs of all the participants in the public acquisitions process.
    True, exact and updated content
    To keep the high level of credibility of the System users, the information published on SIA RSAP should be true, precise and updated. The management service of SIA RSAP should insure the maintenance of information in updated and synchronized state. The basic requirement is timely publication of the updated information on SIA RSAP by the subject of the System, in the related area, before issuing the information through other traditional methods of information release.
    7. Tasks realized by the System 
    the economic benefits of realizing electronically the public acquisitions does not limit to reducing the fiscal expenses and increase of the public sector productivity. The new way to realize the public acquisitions will constitute an engine factor  for competition in the New Global Economy:
    SIA RSAP will diminish the public expenses by reducing acquisition prices and by default the costs this acquisition is made for;
    SIA RSAP will be a system of electronic auctions used for public acquisitions;
    will settle the use of Internet within the administration and in the dialogue between the administration, private sector and citizens;
    will insure the transparency of the acquisition process and reduction of the opportunities to commit frauds, through the equal access to information and public announcement of the auctions, through the management  of the electronic documents, through strong mechanisms of security, of authentification of the identity and registration of a history of transactions;
    will lead to encouraging a fair competition  for public acquisitions;
    will allow systematizing the accumulated information, their procession and generalization, to analyze systematically the public acquisitions domain, to plan and manage the development process of public acquisitions, to realize a complex analysis regarding the efficiency of the use of public money;
    will insure the equality of the access to public information;
    SIA RSAP will be as an element of the applications included in the series of applications necessary for implementing the E-Governance Concept as alternative to the classic governing process;
    SIA RSAP will support the harmonization of the national acquisition systems  with the international ones;
will facilitate the way to an efficient administration in the field of public acquisitions.

Chapter II
NORMATIVE FRAMEWORK
    8. The Normative Framework of SIA RSAP
    the normative framework of SIA RSAP includes the national legislation in force, the international treaties, which the Republic of Moldova is part of. The creation and functioning of SIA RSAP are regulated by the following main legislative and normative acts from the informatization area:
    a) the main legislative and normative acts:
    The Constitution of the Republic of Moldova, adopted on July 29, 1994 (Official Monitor of the Republic of Moldova, 1994, no.1, art.1);
    Law no.96-XVI as of April 13, 2007 on public acquisitions (Official Monitor of the Republic of Moldova, 2007, no.107-111, art. 470);
    Governmental decision  no.912 as of August 26, 2005 „On Approving the Regulations and Nominal  Structure of the College of the Agency of Material Reserves, Public Acquisitions  and Humanitarian Aids (the Official Monitor of the Republic of Moldova, 2005, no.117-118, art.980);
   Governmental decision  no.1380  as of  December 10, 2007 ”On Approving the Regulations regarding the Activity of the Working Group for Acquisitions” (the Official Monitor of the Republic of Moldova, 2007, no.198-202, art.1438);
   Governmental decision  no.1394 as of December 12, 2007 ”On Approving the Plan of Actions for Implementation of Law no.96-XVI as of April 13, 2007 regarding the public acquisitions” (the Official Monitor of the Republic of Moldova, 2007, no.198-202, art.1450);
    Governmental Decision no.1525 as of December 27, 2007 „On Approving the Nomenclature  of Goods of the Republic of  Moldova” (The Official Monitor of the Republic of Moldova, 2008, no.112-114, art.726);
    Governmental Decision no.9  as of January 17, 2008 ”For Approving the Regulations on Concluding and Storing the Files of Public Acquisitions” (The Official Monitor of the Republic of Moldova, 2008, no.16-17, art.77);
   Governmental Decision no.45  as of January  24, 2008 ”For Approving the Regulations  on the Way of Concluding and Keeping Record of the List of Interdiction of the Economic Operators” (The Official Monitor of the Republic of Moldova, 2008, no.21-24, art.111);
    Governmental decision no.148  as of February 14, 2008 ”On Approving the Regulations of Small Value Public Acquisitions” (The Official Monitor of the Republic of Moldova, 2008, no.37-39, art.215);
   Governmental decision no.178  as of February 18, 2008 ”On Approving the Regulations regarding the Way of Concluding, Updating and Keeping Record of the List of Qualified Economic Operators” (The Official Monitor of the Republic of Moldova, 2008, no.40-41, art.244);
   Governmental decision no.191 as of February 25, 2008 „For Approving the Plan of Actions regarding the Implementation of the National Development Strategy 2008-2011” (The Official Monitor of the Republic of Moldova, 2008, no.42-44, art.257);
   Governmental decision no.245 as of March 4, 2008 ”For Approving the Regulations regarding the Acquisition of Goods and Services by Price Offer Inquiry” (The Official Monitor of the Republic of Moldova, 2008, no. 49-50, art.314);
   Governmental decision no.329 as of March 19, 2008 ”For Approving the Regulations of Public Acquisitions of Goods through the Universal Commodity Exchange” (The Official Monitor of the Republic of Moldova, 2008, no.66-68, art.432);
   Governmental decision no.479 as of March 27, 2008 ”For Approving the Regulations regarding the Acquisition of Medicines for the Needs of the Health System” (The Official Monitor of the Republic of Moldova, 2008, no.69-71, art.457);
   Governmental decision no.648 as of May  29, 2008 ”On Establishing the Governmental Commission  for Supervision of the Public Acquisitions Realization” (The Official Monitor of the Republic of Moldova, 2008, no.97-98, art.644);
    b) legislative and normative acts in the field of informatization:
    Law no.1069-XIV as of June 22, 2000 on computer science (The Official Monitor of the Republic of Moldova, 2001, no.73-74, art.547) ;
    Law no.467-XV as of November 21, 2003 on Informatization and state informational resources (The Official Monitor of the Republic of Moldova, 2004, no.6-12, art.44);
   Law no.264-XV as of July 15, 2004 on the electronic document and digital signature (The Official Monitor of the Republic of Moldova, 2004, no.132-137, art.710);
   Law no.284-XV as of July 22, 2004 on the electronic trade (The Official Monitor of the Republic of Moldova, 2004, no.138-146, art.741);
   Law no.71-XVI as of March 22, 2007 on registries  (The Official Monitor of the Republic of Moldova, 2007, no.70-73, art.314);
   Governmental decision no.272 as of March 6, 2002 „On the Measures to Create the Automatized Informational System „The State Registry of the Law Units” (The Official Monitor of the Republic of Moldova, 2002, no.40-42, art.376);
   Governmental decision no.333 as of March 18, 2002 „For Approving the Concept of the Automatized Informational System „The State Registry of the Population” (The Official Monitor of the Republic of Moldova, 2002, no.43-45, art.409);
   Governmental decision no.255 as of March 9, 2005 „On the National Strategy of Building the Informational Society  – “Electronic Moldova” (The Official Monitor of the Republic of Moldova, 2005, no.46-50, art.336);
   Governmental decision no.320 as of March 28,  2006 „For Approving the Regulations on the Application of the Digital Signature in the electronic documents of the public authorities” (The Official Monitor of the Republic of Moldova, 2006, no.51-54, art.350);
   Governmental decision no.476 as of March 27, 2008 „On certain actions of realizing the National Strategy  of Building the Informational Society  – ”Electronic Moldova” in 2008” (The Official Monitor of the Republic of Moldova, 2008, no.69-71, art.456);
    RT 38370656 - 002:2006 – technical regulations  «The processes of the Life Cycle of the Software»; the technical norms in the field of digital signature.

Chapter III
THE FUNCTIONAL SPACE OF SIA RSAP
    9. The Functional Space
    SIA RSAP insures the informational support of the procedures of realization of the public acquisitions and automatizes the activity of the parts within this procedure, insures the supervision, control and intersectorial coordination in the field of public acquisitions.
    SIA RSAP also allows placing orders, creating, storing and accessing the documents of the acquisition procedures, creating and placing the plans of public acquisitions, forming and managing the registry of the contracting authorities and economic operators, realizing electronic procedures of public acquisitions.
    10. The main functions of SIA RSAP
    SIA RSAP should fulfill the following conditions:
    offer information to users according to the roles assigned in the system; 
    insure the informational security by applying the authenticity of the users, the authorization in the system according to the role assigned, encoding of the data and telecommunications channels; 
    possess the following functionality:
    manage the national and international classifiers; 
    create plans of public acquisitions:
    conclude the acquisition plan in the section by the contracting authorities;
    place and update the plan of acquisitions in the section by the contracting authorities;
    manage automatically the public acquisitions procedures;
    form and manage the registry of the public acquisitions contracts (signed and registered):
    form and manage the Registry of the Public Acquisitions Contracts;
    form the reports based on the registry of the public acquisitions contracts;
    form the reports of starting the public acquisitions procedures :
    conclude and place announcements of the intention to realize the auctions;
    confirm the existence of financial sources necessary to realize planned acquisitions;
    conclude and publish announcements regarding the organization of auctions;
    authorized registration of the economic operators for the auction;
    receive auction documents from SIA RSAP;
    automatic electronic correspondence  on the questions that appear in the auction documents
    automatization of public acquisitions procedures: 
    examination, evaluation and comparison of the offers from economic operators; 
    selection, determination by the working groups responsible of the realization of the public acquisitions within these authorities, of the winning bids, by registering the results;
    determine automatically the winning bids; 
    generate the minutes of auctions; 
    conclude the reports on the organization of the public acquisition procedures; 
    monitor electronically the prices on the public acquisitions procedures
    realize electronic procedures of public acquisitions
    electronic auctions;
    system of dynamic acquisitions;
    analysis of the information regarding the realization of the procedure of public acquisitions: 
    registration and record of the bidders’ activity in the system of electronic public acquisitions  according to different indices (execution of contracts, auction participation rate, etc.);
    analysis of the structure and amount of realized acquisitions;
    realize the payments in the process of realization of public acquisitions.
    Data storage and backup function.
    The function of integration with the Governmental Portal.
    The function of integration with the unique subsystem of authentification and automatization of the governmental Portal.
    The users’ personalization function.
    The administration functions of SIA RSAP.

    11. The functional outlines of SIA RSAP
    a) outline «Administration»
    registration / re-registration of the SIA RSAP users. 
    b) Outline «Interface Personalization»
    creates the personalized registries of goods/services/works.
    c) Outline «Initiation of Acquisition Procedures»
    participation announcements in the public acquisitions procedures;
    invitations (placement on SIA RSAP / sending / receiving ) of participation in the public acquisitions procedures;
    offer/place sets of standardized documents regarding the public acquisitions, necessary to the contracting authorities and economic operators;
    use/complete sets of standardized documents  regarding the public acquisitions (contracting authorities, economic operators).
    d) outline «Processes of Acquisitions»
    conclude and place offers of goods, works and services; receive/visualize the offers forwarded by the economic operators;
    keep track of the standardized documentation regarding the public acquisitions, forwarded/completed and placed on SIA RSAP by the contracting authorities and economic operators;
    examine, evaluate, compare and determine the winning bids;
    register the public acquisitions contracts signed as a result of assigning the public acquisitions contracts (information placed on SIA RSAP), except those signed as a result of the price-list inquiry procedure;
    conclude the public acquisitions files;
    place information on SIA RSAP regarding the registered contracts.
    e) outline «Reports»
    display the list of the groups of contracts to which the Law on Public Acquisitions does not refer;
    the service of value estimation of the public acquisitions contracts on goods;
   the service of value estimation of the public acquisitions contracts on works and services;
    receiving reports on the procedures of public acquisitions;
    realize the price analysis of the goods works and services (based on price-lists forwarded  by the winning bidders);
    analysis of the structure and amount of acquisitions realized;
    access to the trimester and yearly reports regarding the public acquisitions;
    access to the statistics analysis regarding the public acquisitions .
    f) Outline «Transparency, information, petitioning, clients support»
    publication of public information regarding the procedures of public acquisitions:
    announcements on the intention to realize planned auctions;
    the winning bid, the name of the bidder stated as winner;
    publication of the national legislation and related normative acts regulating the activity in the field;
    the service of methodological support for the participants in the public acquisitions procedures;
    the service of petitions (sending petitions, examining petitions, placing information);
    publication of information on the registration procedure on SIA RSAP of the users;
    publication of the frequently asked questions (and answers).

Chapter IV
SIA RSAP ORGANIZATIONAL STRUCTURE 
    12. The scheme of the information flow 
    The interaction of the subjects within SIA RSAP and the general scheme of the information flow is presented in Figure 1
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    13. The functions of the SIA RSAP subjects
    The functions of the SIA RSAP subjects result from the functions assigned to them by Law on public acquisitions and other normative acts:
    The Agency of Material Reserves, Public Acquisitions and Humanitarian Aids (owner and holder SIA RSAP):
    publication of documentation regarding the public acquisitions procedures on SIA RSAP resources; 
    coordination, monitoring, evaluation and control of the way in which the contracting authorities  follow the public acquisitions and assign the public acquisitions contracts;
    conclude, update and maintain the list of the contracting authorities;
    issue the certificate of confirmation to include in the qualified-economic-operators list of the economic operators; 
   conclude, update and maintain the list of qualified economic operators;
   conclude, update and maintain the list of interdiction of the economic operators;
   examine and register the documents regarding the public acquisitions, forwarded by the contracting authorities;
   the request to re-examine or cancel, by case, the results of the public acquisitions procedure;
   examine and register the public acquisitions contracts signed as a result of acquisitions procedures, except those signed as a result of the procedure request for price offers;
    examine the reports on the procedures of public acquisitions presented by the contracting parts;
    manage the rights of the system users;
    examine and solve the mitigations from amongst the procedure participants in the public acquisitions procedures;
    automatized publication of the Bulletin of public acquisitions; 
   SIA RSAP maintenance;
    publication (through SIA RSAP) of the information regarding the contracts of public acquisitions that have been signed and registered;
    publication of other information regarding the public acquisitions procedures;
    presentation of the Government (per trimester and year) of the reports and statistics analyses regarding the public acquisitions;
    publication of the reports and statistics regarding public acquisitions through SIA RSAP;
    collaboration with the Centre of Special Telecommunications  on the SIA RSAP security;
    sharing users’ rights to the SIA RSAP resources and functions;
    regulation and monitoring of the electronic auctions.
    Contracting authorities:
    elaboration of yearly and trimester plans of realizing public acquisitions; 
    creation of working groups responsible for the realization of public acquisitions within these authorities; 
    verification of data and identification of the working group members  according to RSP; 
    conclusion and publication of the invitations within the procedures of public acquisitions; 
    completion of auction documents and other documents applicable within the public acquisitions procedures; 
    publication of auction documents on SIA RSAP; 
    initiation of the public acquisition procedures; 
    examination, evaluation and comparison of the economic operators’ offers; 
    automatic signing, registration at the Agency and management of the public acquisitions contracts;
    conclusion of the reports regarding the result of the public acquisitions results and their presentation to the Agency; 
    placement of the recommendations on SIA RSAP for the economic operators; 
    maintenance of the electronic mail with the auction bidders
    publication of explanations on SIA RSAP on concrete auctions; 
    execution of automatic process of identification and verification of the auction bidders based on the interaction between the state registries and use of the digital certificate. 
    Economic operators:
    registration for the public acquisitions procedure; 
    forwarding offer of goods, works or services; 
    presentation within the public acquisitions procedure of the qualifying documents; 
    presentation of additional information, at the request of the contracting authority; 
    participation in the procedure of assigning the contract of public acquisitions; 
    conclusion of contracts of public acquisitions with the contracting authorities by using the digital certificate;
    submission of execution guarantee of the contract of public acquisitions; 
    execution of contract of public acquisitions within settled terms and conditions; 
    obtaining and study of the auction documents; 
    obtaining explanations on the auction documents. 
    I.S. Centre of State Informational Resources „REGISTRU”:
    offers information about economic agents (contracting authorities, bidders, etc.), based on IDNO; 
    offers information about physical persons, based on IDNP; 
   offers information about the regular execution of the taxes payment, contributions (according to data of the State Fiscal Inspectorate).
    Public Administration:
    receiving reports on the public acquisitions procedures.
    The large public:
    the access to the public part of SIA RSAP on being informed about the auction organizer, the way of organizing the auction, the winning bid, the name of the bidder declared as winner, etc., for insuring a high degree of transparency of the public acquisitions procedures.

Chapter V
THE SYSTEM OF THE DOCUMENTS 
    14. The Entry Documents
    Contracting authorities:
    electronic form of the request for opening an auction;
    sealed bid in an envelope.
    Economic operators:
   electronic form of the request for opening an auction;
    the set of auction documents.
    The agency:
    the list of data about the economic operators;
    the decision within the auction (publication: auctions, modification of documents, answers to questions, complaints and others);
    complaints submitted in written form.
    SIA RSAP:
    receives data from the state registries for identification;
    receives data from the State Fiscal Inspectorate on the debts of the economic operators;
    receives data from the Ministry of Finance on the financial sources allotted to the contracting authorities and the level of execution of the acquisitions contracts;
   makes controls in the Centre of Special Telecommunications over the authenticity of the electronic certificates and signatures.
    15. Outgoing Documents
    Contracting authorities:
    set of auction documents;
    information on the auction organization (the results of registration and opening of bids, assignment of the contracts, disqualification of the economic operators);
    answers to questions coming from economic operators.
    Economic operators:
    sealed bid in an envelope;
    questions on the documentation;
    the Agency:
    reports and statistics data;
    answers to complaints;
    decision on the auction.
    The fact of receiving the documents, as well as receiving paper documents is registered in the system by filling in the special application forms.

Chapter VI
THE INFORMATIONAL SPACE OF THE SYSTEM
    16. Informational objects
    the system hereby the following record objects can be distinguished:
    auction and another acquisition procedure;
    offer;
    explanations;
    questions;
    contracts;
    auction documents;
    decision;
    economic operators;
    contracting authorities;
    complaints.
    17. The Identifiers of the Informational Objects 
    a) The structure of the auction number:
    YY/NNNNN
    where: 
    YY– the last two numbers of the current year.
    NNNNN – the value of the meter, formed by the system. The meter cancels value «1» at the beginning of the year.
    The number elements are formed in a row and divided by «/» with no space. The value of the meter is completed with zeros until the length of 5 symbols. The length of the number is formed of 8 symbols.
    The highest number of the auction registration in a year is 99999. 
    The number of the auction is unique for one hundred years.
    b) The structure of the offer number:
    YY/TTTTT/NNN
    where: 
    YY/TTTTT – is the number of the auction;
    NNN – is the value of the meter, formed by the system. The meter is unique within the limits of the chosen auction.
    The elements of the number are set in a row and divided by «/» without space. The value of the meter is completed with zeros until the length of 3 symbols. The length of the number is composed of 12 symbols.
    The highest number of the offer registration is 999. 
    The number of the offer is unique for one hundred years.
    c) The structure of the explanation number:
    YY/TTTTT/NNN
    where: 
    YY/TTTTT – is the number of the auction.
    NNN – is the value of the meter, formed by the system. The meter is unique within limits of the chosen auction.
    The elements of the number are exposed in a row and divided by «/» sign with no space. The value of the meter is completed with zeros until the length of 3 symbols. The length of the number is composed of 12 symbols.
    The maximum number of the auction explanation registrations is 999. 
    The number of the explanation is unique for one hundred years.
    d) The structure of the question number:
    YY/TTTTT/NNN
    where: 
    YY/TTTTT – is the auction number;
    NNN – is the value of the meter, formed by the system. The meter is unique within limits of the chosen auction.
    The number elements are exposed in a row and divided by «/» sign with no space. The value of the meter is completed with zeros until the length of 3 symbols. The length of the number is composed of 12 symbols.
    The maximum number of the auction question registrations is 999.
    The number of the question is unique for one hundred years.
    e) The structure of the contract number:
    YY/TTTTT/NNNN
    where: 
    YY/TTTTT – is the number of the auction;
    NNNN – is the value of the meter, formed by the system. The meter is unique within limits of the chosen auction.
    The elements of the number are exposed in a row and divided by «/» sign with no space. The value of the meter is completed with zeros until the length until the length of 4 symbols. The length of the number is composed of 12 symbols.
    The maximum number of the auction contract registrations is 9999. 
    The number of the contract is unique for one hundred years.
    f) The structure of the decision number:
    YY/TTTTT/NNN
    where: 
    YY/TTTTT – is the number of the auction.
    NNN – is the value of the meter, formed by the system. The meter is unique within limits of the chosen auction.
   The elements of the number are exposed in a row and divided by «/» sign with no space. The value of the meter is completed with zeros until the length until the length of 3 symbols. The length of the number is composed of 12 symbols.
   The maximum number of the auction contract registrations is 999. 
    The number of the commission decision is unique for one hundred years.
    g) The control of the IDNP and IDNO structure
    The control of the IDNP and IDNO structure is realized by the following steps:
    length – 13 symbols;
    the possibility of number formation only (0123456789);
    the last number – the sum of control, is calculated through the special algorithm.
    h) The structure of the complaint number:
    YY/TTTTT/NNN
    where: 
    YY/TTTTT – is the number of the auction;
    NNN – is the value of the meter, formed by the system. The meter is unique within the limits of the chosen auction.
    The number elements are exposed in a row and divided by «/» sign with no space. The value of the meter is completed with zeros until the length of 3 symbols. The length of the number is 12 symbols 12.
    The maximum number of the complaint registrations is 999. 
    The number of the complaint is unique for one hundred years.
    i) Formation of the row of addresses:
    The value is formed by joining in a row the addresses, received from the state registries in the following order:
    country + region + locality + street + number of the house + flat number.
    The elements of the address are divided by comma and space. After the final element no delimiters are used.
    The delimiters are not used in case the elements are missing.
    18. Basic scenario
    The object of the system automatization is the procedure of the public acquisitions, realized in line with Law no.96-XVI as of April 13, 2007 on public acquisitions. 
    The main auction participants are:
    the Agency;
    the contracting authorities (AC);
    the economic operators (OE).
    The main conditions of the system for the participants in public acquisitions is the presence of public key certificate (the digital certificate), issued by the Centre of Special Telecommunications. The login procedure in the system in order to realize the acquisition process (beside the visualization of the list of auctions) without authentification with the help of the digital certificate is forbidden, in line with Governmental Decision no. 733 as of June 28, 2006 „On the Concept of Electronic Governance” and Governmental Decision no. 916 as of August 6, 2006 „On the Concept of the Governmental Portal”.
    The technical Concept describes only several methods of acquisitions, in line with the Law on public acquisitions:
    open auction;
    auction with limited participation;
   competitive dialogue.
    The other methods will be described in the Specifications for creating SIA RSAP.

I. Description of the main components of the main scenario of the auction organization:
    a) Initiating the auction 
    If the procedure of public acquisitions is necessary to initiate, the AC employee registers in the system and initiates a new auction. The system generates the form of the auction, where the fields are automatically filled in with the personal data AC, received from RSUD. 
    The AC employee introduces in the system data regarding the members of the working group, which are verified through RSP. For each group member, that underwent the control, the system-generated statement is automatically filled in about the insurance of confidentiality and objectivity.
    After that, the AC employee realizes the introduction of conditions, period and information regarding the auction, and also, introduces in electronic format the documentation for the auction. Based on the data introduced, the system generates the auction and sends the electronic notification in the Agency. 
    b) Approval of data regarding the auction 
    After receiving the electronic notification to initiate the auction, the Agency assigns the person responsible of the auction. The respective person is granted the exclusive right (within limits of the informational system) of decision making on a certain auction. 
    The responsible person analyzes the conditions of the auction and data presented. Based on the analysis of conditions, the data availabilities and qualities, the responsible person takes decisions on the authenticity of the auction and stipulates the auction publication data. 
    The automatic system forms and publishes on the portal the invitation for submitting the auction bids and data. Also, automatically, it is formed and they send the notification after the approval of the auction.
    After publication, the data regarding the organization of the auction are accessible for the public. In order to visualize the auction detailed data (the auction application form), the system registration is required.
    c) The submission of the application form for the auction
    If OE is interested in the respective auction, he/she has the opportunity to register in the system as auction participant. In this period, the OE verification through the OE qualified filters and non-qualified OE for participation. In case of a positive result of the control, OE is accepted for the auction and the electronic request on participating in the auction is generated automatically. Otherwise, OE is notified about the refusal and is not accepted into the system.
    d) The analysis of the auction documents
    after the auction registration, OE receives the right to visualize or download the auction documents from the portal. An unlimited number of file downloads is possible.
    e) Addressing questions
    If during the analysis of the documents OE feels the necessity to clarify or receive explanations, he has the possibility to address AC. The questions are introduced in the system and sent on the AC address as an electronic message. The report on sending the question   and its content are confidential and not accessible to other participants in the auction.
    f) Publication of the private answer 
    AC gives explanations through publication of the answer on the portal, in the area available only to the participant that had sent the question. The participants do not have access to private mail. All the questions and answers are kept in the system and are available for visualization to the Agency employees only and AC. 
    g) Explanation of the documents
    AC realizes the analysis of the questions received and in case when the question is of interest to more OE, he sends the explanation to the Agency, for analysis publication on the portal. 
    If in the documents explanation process a meeting with the OE participation is organized, then the minutes of the meeting is also sent to the Agency for publication on the portal.
    h) Approval of explanations 
The minutes, questions (not addressed personally) and explanations to them are examined at the Agency, and after the approval of the content, they are published on the portal, for the access of all the auction participants.
    i) Modification of the auction
    In the period when answers to questions are given, AC from own initiative may introduce amendments in auction documents or modifies the deadline for submitting the offers. 
    Any modification of the structure or content of the auction documents, as well as of the deadline for submitting the offers, are transmitted by AC, with the respective comments, electronically, at the Agency, for examination and decision making. 
    Modification of the auction can be organized several times, the limit being just the period stipulated by law.
    j) Approval of the auctions modifications 
    if the amendments are considered as necessary and justified, the Agency would publish them on the portal. The system would transmit automatically the notification about the amendment of the auction documents to all the participants registered for the auction. The AC would receive the notification on the approval or rejection of the amendments. 
    k) Submission of the offers
    The procedure of forming and submitting the offer within the auction is not made automatically and is executed by OE, according to the normative and legislative documents in force. SIA RSAP will insure the automatic application of the offers only within the dynamic systems of acquisition and electronic auctions.
    l) Offer Registration 
    The offer in written form and sealed in an envelope is presented to the AC, where it is registered in the system, automatically fixing the date and time when the offer was received. Ultimately, a check for giving the offer is generated for printing. The information about the registration of the offers is accessible for visualization by the Agency employees.
    At the end of the period of receiving the offers, the system blocks the possibility to register the offers.
    m) Offer Registration
    Before the deadline of the offers submission, OE may withdraw the offer to introduce its modifications. In this respect, OE fills in a special application form to settle the date and time of the withdrawal. The system would generate a notification and sends it to AC. 
    The physical withdrawal of the offer is organized according to normative documents.
    Consequently, for the OE settled the execution of the auction documents, and the presentation procedures of the offer would repeat.
    n) Opening the offers 
    When opening the offers, the AC registers the received offers. The AC employee introduces in the system basic data of the offers, which ultimately, automatically, are published on the web portal SIA RSAP.
    o) Selection of the bidders
    The results of the bidders’ selection are introduced in the system by the AC employee. At the same time, all the auction participants are sent notifications on the decision made in this respect. In case the offer is rejected in the notification, additionally, they would indicate the reason of the rejection.
    The execution of the scenario is turning to the stage of the auction modification for executing stage two.
    p) The attribution of the contract
    SIA RSAP will insure the automatization of the procedure of attributing the contract of public acquisitions.  
    q) Registration of the decision taken by the commission 
    The AC employee registers the decision of the working group in the system on offer acceptance. Consequently, the system generates a printable application form on notifying about the acceptance of the offer to all the participants in the auction. The system follows that all the entry data do not exceed three days term since the offer had been accepted. 
    r) The control upon attributing the contract 
The procedure of attributing the contract (offers acceptance) is controlled by the employees of the Agency through reports, receiving electronic notifications, complaints and information from the portal.
    When the Agency finds violations, it can initiate the procedure of canceling the attribution of the contract.
    s) The procedure for canceling the attribution of the contract 
    AC from own initiative or at the request of the Agency, after the control may cancel the acquisition procedure. The system allows the fulfillment of these activities just before the contract registration. Automatically all the auction participants are notified about the fact and reason of the auction cancelation, this information being published on the portal at the same time. After the cancelation of the attribution, the acquisition procedure is considered signed. 
    t) Signing the contract
    SIA RSAP will insure the automatization of the process of signing the electronic contract of public acquisitions, in line with the legislative and normative acts in force.
    If within the settled period OE has not digitally signed the acquisition contract, AC may reject its offer and redirect, for execution, the scenario «The Attribution of the Contract». At the same time, the previous decision of the commission is canceled, fact which is transmitted to all the auction participants and the Agency, by publishing the information on the portal.
    u) Registration of Contracts
    The electronic contract of public acquisitions, signed digitally by its parties, it is directed to the Agency for examination, and the system insures its automatized registration just at the decision of the Agency, after which it is placed on the portal SIA RSAP. The system monitors the registration deadline and after the deadline it will transmit a notification to the Agency in order to take a decision in this respect.
    SIA RSAP will insure the automatic registration of the contract by the State Treasury. 
    v) Generation of reports on the procedure of acquisitions 
    After signing the contract, AC is obliged to present a report regarding the acquisition procedure. For that goal, the system disposes of special interfaces for transmitting electronic documents. After receiving the report in the Agency, the system automatically generates a receiving confirmation and sends it to AC. 
    The system monitors the deadline of the report presentation and, in case it is exceeded, it generates a message to the employees of the Agency to take a decision.
    General information is published on the portal for public access. Detailed information on the auction is accessible for the auction participants only.

II. The bidders’ prior preselection scenario
    If the auctions suppose limited participation of OE, then after the stage of the request application for auction participation, the basic scenario of auction organization includes the prior selection scenario of the auction participants.
    In order to start the execution of the prior selection scenario of the bidders, the following conditions should be met: 
publication on the web portal SIA RSAP of the invitations to the action with limited participation;
    the invitations include auction data;
    AC presents for the download the set of documents regarding the prior selection.
    The fulfillment of these actions supposes the execution of the basic element of the auction scenario.
    The business-processes regarding the prior selection start with the activity of receiving the documents and studying them. The actions are analogous to the activity of those specified at the stage of studying the auction documents.
    If OE requires certain clarifications on the documentation and length of presentation of the prior offer is more than ten days, the bidder can address questions to the AC. The execution of the procedures of submitting questions and explaining the documents is realized analogously with the procedures specified at the stage of the questions and documents explanation. The number of questions submitted and answers to them are not limited.
    a) Presentation of the prior offer 
    If OE does not require explanations on the documents, they are prepared an offer for prior selection. The prior offer is transmitted to AC for registration. 
    The registration of the prior offer is realized according to the procedure described at the stage of the offer registration in auction. The registration is realized before the deadline of submitting the prior offers.  
    After the execution of the prior selection of the bidders, the auctions are realized according to the basic scenario of the auction organization. 

III. The scenario of the complaints’ examination  
    At any stage of the acquisition procedure: since the start of the auction including until the registration of the contact, OE can submit a complaint at the Agency regarding the actions, decisions of AC or procedures used by AC. SIA RSAP will offer the possibility to automatize the process of submitting the complaints by applying the digital signature on behalf of OE. 
    a) Registration of Complaints
    The Agency, from the moment of receiving the complaint, it delegates a person responsible to solve the complaint. The responsible person can have the exclusive right (within the system) to decide on the concrete complaint. 
    The automatic system generates a notification to the parties and publishes the necessary information on the portal.
    b) Sending the proposal to solve the complaint 
    after the compliant is registered; the Agency studies the problem and may organize an AC meeting with interested OE. At the meeting, the Agency would present its proposal to OE, to jointly solve the respective problem. 
    If the proposal satisfies the interested parties, a common report is concluded. The activity described may be automatized.
    c) Suspension of the acquisition 
    If the complaint is accepted for examination, according to the OE or from own initiative, the Agency may decide on suspending the acquisition. At the same time, the system will offer the opportunity to automatically generate the decision to suspend the acquisition and notify all the interested parties. After the suspension of the acquisition, the system blocks any activity on the auction, except the submission of the complaints. 
    d) Taking the decision regarding the complaint  
    If the complaint has not been solved jointly with OE, the Agency would issue a solvency decision by indicating the statute of the complaint. The activity described may be automatized.
    e) Withdrawal of the complaint
    After submitting the complaint, in the process of its examination, the solicitor may withdraw his complaint. The withdrawal request is concluded in written form and is presented at the Agency. The complaint may be withdrawn until the decision of its registration in the system is taken. 
    The process of withdrawing the complaint may be automatized.
    f) The registration of the decisions on the complaints 
    All the decisions taken regarding the complaint, its withdrawal, or its non-fulfillment are registered in the system. The automatized system would fix the date and time of the statute change. 
    The complaints with the statute «satisfied», «withdrawn» and «rejected» are considered closed.
    g) Taking measures
    If after the decision taking on the complaints, it has the statute of «justified»; AC is obliged to realize actions to satisfy the complaint. After the decisions are taken, AC would present the Agency a report on satisfying the complaint.
    h) Restoring the acquisition procedure  
    If the complaint is solved and if it necessary, the acquisition procedure is restored for the execution of ultimate activities regarding the auction. For that, the person responsible for the auction verifies the statute of the complaint, which was the motive for suspending and reopening the acquisition procedure. 
    The automatized system sends informative notifications and publishes information on the portal.
    19. Data
    Structure of data, types and restrictions:

    chart 

    20. Classifiers and Nomenclature
    In order to insure the authenticity and reduction of the information volume stored in SIA RSAP the classifiers are used, which can be divided into three groups:
    international;
    national;
    intrasystemic.
    The intrasystemic classifiers are elaborated and used within SIA RSAP just in the absence of approved international and national classifiers.
    21. Interaction with other informational resources 
    a) Interaction with the informational system of the Centre of Special Telecommunications.
    This interaction will be used to realize the mechanisms of digital signature, offering the opportunity to verify the identity of a user, settles if this one has the right to send documents, and protects the content of the sent information, which cannot be modified after being signed. All these will be realized by using the following services, offered by the Centre of Special telecommunications:
    verification of the certificate;
   verification of the signature;
    the request and receiving the time stamping.
    The functions of the time stamping are used at the stage of sending the documents. The time stampings are obtained by the system from the programme-client, connected to the state service Time-Stamping.
    b) Interaction with the Informational System of the Fiscal Service  
    This interaction will be sent to insure the access to data about the sums of excises and fees calculated and paid by OE.
    c) Interaction with the SIA RSAP and SIA RSUD
    This interaction will be used to insure the access to personal data of the physical persons and data about all the categories of legal entities, constituted legally.
    d) Interaction with the Informational System of the Ministry of Finance.
    This interaction will be used in order to settle an information change regarding the financing plans of the contracting authorities and registered contracts of public acquisitions.

Chapter VII
TECHNOLOGICAL SPACE OF SIA RSAP
    22. The Levels of the Informational Infrastructure 
    In order to realize the mentioned function on automatization of the public acquisition procedures SIA RSAP should be elaborated, according to the architecture presented below: 
[image: image3.png]serverul
WEB portal

(prezentarea
irformatiei si
secuitatea
sisternului)

rrtiet

—— T, L . e’





    SIA RSAP is elaborated on architecture of three levels and should be endowed with the following basic elements:
    a) storage subsystem and data archive– meant for storing and updating the registry data;
    b) the server of the applications– meant for the business execution– the logics of the informational system;
    c) the applications of the users – represent the interfaces meant for the system users.
    Additionally is necessary to elaborate the following components:
    a) largely filtered – meant for storing specific updated data:
    the list of qualified economic operators; 
    the list of interdiction of the economic operators. 
    b) WEB–portal – meant to insure the interaction of the system users with the SIA RSAP, as well as to keep the system security, organize and share the rights of access;
    c) WEB–services – meant for the interaction with the foreign informational systems, irrespective of the platform of the connection protocols.
    The SIA RSAP architecture is open for the interaction with the external informational systems that offer information for the System to function.
    23. The Program Technical Complex 
    The list of software products and technical means, used to create the informational infrastructure of SIA RSAP, is approved by the holder and owner of the System.

Chapter VIII
INNFORMATIONAL SECURITY INSURANCE 
 INFORMAŢIONALE A OF THE SYSTEM
    24. requirements toward the security and protection of the information 
    By informational security we mean the state of protection of the state integrated informational System at the stages of the processes of creation, procession, storage and transmission of data from accidental or intentional actions with natural or artificial character, having as a goal the prejudice caused to participants in the international exchange process.
    The complex system of the informational security represents the totality of legislative, organizational and economic measures, as well as of technological means and methods  of protecting software-hardware and cryptographic of the information, oriented towards insuring a necessary level of the integrity, confidentiality and accessibility of the informational resources.
    The ,main tasks of the informational security insurance are:
    a) insure the integrity of the information– protection against modification or deleting the data;
    b) insure confidentiality – protection against the non-authorized access to data;
    c) insure accessibility – protection against blocking the sanctioned users’ access to the informational resources.
    The main requirements to the informational security are:
    a) complexity;
    b) goal orientation;
    c) continuity;
    d) friability;
    e) centralized management;
    f) timing;
    g) reasonable sufficiency.
    25. Dangers for the informational security  
    By danger for the informational security we mean possible event or action, oriented towards a prejudice of the informational resources or infrastructure.
    The main dangers for the informational security of SIA RSAP are: 
    a) illegal collection and use of data; 
    b) violation of the information procession technology;
    c) implementation in the software and hardware products of the components that realize unpredicted functions in the documentation regarding these products;
    d) elaboration and extension of the programmes that affect the normal functionality of the informational and telecommunications systems, as well as of the informational security systems;
    e) deleting, damaging, radio electronic suppression or destruction of the means and systems of procession of information, telecommunications and communications;
    f) influence upon the systems with key-password of protection of the automatized systems of procession and transmission of information; 
    g) compromising the keys and cryptographic protection means of information;
    h) leaking of information through technical channels; 
    i) implementation of electronic devices for intercepting information in the technical means of procession, storage or transmission of information  by communication channels, as well as in the communication offices of the state power bodies;
    j) deleting, damaging, destruction or attraction of the informational mechanical support or other supports;
    k) intercepting information in the networks of transmission of data and in the communication lines, decodification of these information and imposing false information;
    l) use of local and foreign non-certified informational technologies, of the protection means of information, informatization means, telecommunications and communications non-certified for  creating and developing the informational infrastructure;
    m) non-authorized access to the informational resources from banks and databases;
    n) violation of legal stipulations on information sharing.
    Danger objects are the informational resources of the informational infrastructure. 
    Sources of danger are the offenders, corruptive public servants, as well as the users of bad will. 
    The goals of the non-authorized actions are: 
    a) violation of information confidentiality; 
    b) violation of logical and physical integrity of the information; 
    c) violation of the informational infrastructure functionality. 
    The ways of realization of the dangers: 
    a) non-authorized access; 
    b) physical action upon the components of informational infrastructure; 
    c) organization of information leakage through different channels; 
    d) bribing or intimidating the personnel.
    26. Insurance of informational security 
    The creation of a complex system of informational security includes a series of consecutive stages:
    a) determine the protection profiles; 
    b) categorize the protected resources;
    c) risk analysis;
    d) elaboration of the security policy;
    e) elaboration of the security architecture;
    f) creation and implementation of the informational security system;
    g) system certification.
    The problems of the informational security and of the informational system integrated by security, as a whole, should be examined under several aspects – legal, organizational, technological and economic. The use of the mechanisms insuring informational security should be planned at the designing stage of the informational systems and infrastructure.  
    The main components of the informational security system are:
    a) protection of information and maintenance infrastructure to the connection of external networks;
    b) protection of information in the process of interaction between networks;
    c) protection of data flow;
    d) protection of the system services;
    e) antivirus protection;
    f) insurance of the security of the program environment;
    g) authentification; 
    h) protocol and audit.
    The main technological mechanisms to insure the informational protection and security are:
    a) delimiting the access of the users to data according to their roles;
    b) application of the users’ bioidentification means;
    c) application of the digital signature;
    d) data access only through the object unique interface;
    e) centralized management and control of the data access.
    One of the most vulnerable elements of the informational security system is the human factor. Under this aspect, an important element of the informational security is study by the personnel of the methods and procedures of contracting dangers.
    The informational security should be maintained during the whole life cycle of the System and improved at the appearance of new dangers.

Chapter IX
CONCLUSIONS
    The elaboration of a new authentic informational resource, accessible for the users will speed up and simplify the public acquisitions process in the Republic of Moldova. 
    SIA RSAP will function efficiently only in conditions of its implementation on the whole territory of the republic. For that goal, all the contracting authorities are to be endowed with the respective technique (hardware), connected to Internet and the users – trained within a specialized training course.


